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Key sequence establishment method for secure communications through transceiver channel - using 
impedances of channel viewed from each transceiver to other with keys set equivalent to bounded distance 
decoding, incorporating tone group transmissions to identify phase differences 

Abstract Derwent 
Unstructured: 

The method involves operating a first transceiver to transmit multiple tones, each tone having a 
predetermined frequency and initial phase. These are received by the second receiver and transmitted back, 
the second receiver also transmitting a second set of tones similar to the first. The first transceiver receives 
these and transmits them back and finds the differences between the phases of pairs of the first tones, 
quantising each difference into a phase decision value. It decodes the quantised differences into a key 
sequence according to a predetermined block code. The second transceiver finds the difference between tone 
phase pairs, quantises them into phase decision values and decodes the quantised differences into the key 
sequence. For communicating financial information with reduced susceptibility to eavesdropping. Uses 
channel characteristics to establish and exchange cryptographic keys with almost perfect secrecy. Impedance 
characteristics are generally not identical in non-reciprocal channel. No need for each party to generate 
pseudo-random quantity. By using channel decoder, probability of two users establishing same secret key is 
close to one, while probability of eavesdropper establishing same key is essentially zero. Number of possible 
keys is large enough that finding correct one by exhaustive search is impractical. 
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